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California.pro - LDAP (Lightweight Directory Access Protocol)

This document describes how to set up the LDAP interface for California.pro.

General overview

The Lightweight Directory Access Protocol (LDAP) is an application protocol from network
technology. It allows directory service information to be queried and modified over an IP
network.

LDAP is based on the client-server model and is used for directory services. It describes the
communication between the LDAP dient (here California.pro) and the directory server.
Object-related data, such as computer configurations or, as here, the group memberships
of persons, can be read from such a directory. The communication is based on queries.

California.pro is able to automate user login via LDAP queries. To this end, the user name
is automatically entered in the login window via an LDAP request. This is the name with
which the user logged on to the computer. The password for logging on to California.pro is
also preset, so that as a rule manual entries are no longer necessary here.

- California.pro
Mit OK melden Sie sich an Califomia.pro an.
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In the above example, the user EDGAR of the domain GW-MUENCHEN is preset to log
in to California.pro. There is no need to enter the password.

Requirements

The following requirements should be met:

G&W
Software
AG

On the LDAP server:

The three LDAP variants Microsoft Active Directory, Novel eDirectory and OpenlLDAP
with the memberOf option enabled are supported. All California.pro users are
members of specially created groups. The names of these groups start with a
common prefix, which is freely selectable, e.g. _CalPro . An LDAP group for
California.pro is then called, for example, _CalPro_Administrator or
_CalPro_Cost_Planner. A user can also belong to several groups (then usually
called roles).

In California.pro:

The group name without a prefix (in the above example Administrator or
Kostenplaner) should already exist in the access rights as a rights group and be
provided with the desired rights. Both are not necessary, because the LDAP
module in California.pro creates missing groups automatically and makes the
user a member of the new group(s)/roles. However, we expressly recommend, if
only for reasons of controlling the desired access rights, that you at least enter
the same groups in California.pro.
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Start Bin\DBTool.exe from the California.pro installation directory and log in to the
California.pro database server. If necessary, ask your database administrator or G&W for

the user name and password.

3

MssaL
Servername : ewsql14\gw14

Verbinden

| Abbrechen

The following window will open:
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3 SQLQuery1.sql - ew-sql14\gw14 (CalPro (51)) - G&W Datenbank Werkzeug = ©
Datei 2
[do. Neue Abfrage 5 | @ || =3

X | [}/ ewsql14\gw14 (12.00.2000) __/"5QlQuery1.sql - ew-sql14\gw1... v X
[=1-{_ Datenbanken

..... |4 boaArch

..... |4 CalPro

| g1 CloneSourcePro
g Inhaus

“j Main

'\j master

- "J MDW

{4 tempdb

- Sicherheit

r-{_J Verwaltung

plmbyp|bs-as |

%)

™

‘W Verbunden. ew-sql14\gw14' CalPro‘ CalPro '”

V26.1.03 wurde von CalPro heute auf EW-50L14 gesichert ot

Open the California.pro database (usually this is Ca/Pro)and right-click on Benutzertabellen.
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3 SQLQuery1.sqgl - ew-sqgl14\gw14 (C
Datei 7
Lsh, Neue Abfrage E @All=a [ﬁ
X | E-(i/ ew-sgl14\gw14 (12.00.2000) _/"SQlQuery1.sql - ew-sql1
» (=-{z7 Datenbanken B
2 -y boa
2 - ) boaArch
= &=\ 1 CalPro
= (R | Benutzerpes
] - Systemta Reportschema erstellen
- L P o
]E ‘j S'Chter‘ Alle Indizes neu erstellen
- Gespeich
{3 Tabelleny Fragmentierte Indizes optimieren
. Skalarwe Indizes entfernen
{3 Datenb
@11—]; Beri utz:rn Statistiksammlung entfernen
@‘:j Rollen In Datei speichern
#-{_3 Schemas y
{31 CloneSource Aus Datei lesen
oo i
A LDAP einrichten 1.
- g1 Main RS
-~y master Léschen
g} MDW
Ly tempdb Aktualisieren
-3 Sicherheit 1
&3 Verwaltung Eigenschaften

The first configuration step is initiated via the menu item LDAP einrichten. The database
table GW_LDAP_CONFis opened, in which the prefix used in the Microsoft Active Directory
(here _CalPro_) for the California.pro user groups is entered.
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3 GW_LDAP_CONF - ew-sql14\gw14 - G&W Datenbank Werkzeug -
Datei  Abfrage 7
[ Neue Abfrage 5 o | (@ | 22 | [ Ausfihren | Suchen: Fal
X | &1} ew-sal14\gw14 (12.00.2000) ~ || /" GW_LDAP_CONF - ew-sql14\g... ]_
= =-{c7 Datenbanken - ==
. lel37boa KBEZ WERT
§ - 4V boaArch » cn=_Cali‘fornia_
- T ;’paIF‘ro DisplayName  fullName
= #+_d Benutzertabellen ‘ 1
"g. @ 3 Systemtabellen ForcelLdapMode \
- -3 Sichten

The default setting here is cn=_California_. The prefix used in Microsoft Active Directory is
changed in the WERT column.

To set up the LDAP interface for Microsoft Active Directory (AD), in each case remove the
string cn= and, if necessary, change the string _ California_ to the desired group prefix
(here_cCalPro_), which is common to all California.pro Active Directory groups in your AD
domain.

" GW_LDAP_CONF - ew-sql14\g.

=4

| KBEZ WERT

| “
] S CalGroupPrefic et
|

‘ DisplayMame ‘full Name

1 ForcelLdapMode \

Close and save the GW_LDAP_CONF window.

Next, right-click again on Benutzertabellen and call up LDAP einrichten again. Now the
following window opens:
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= LDAP Anmeldung - oIEN
Verzeichnis-Host: v| Port 389 [[] Authentifizierung
e C
Basis DN: _ )
Authentifizierungstyp: | None v \erbinden Benutzer DN:

Abbrechen Kennwort:

LDAP Anmeldung

Exit this window by clicking on Abbrechen (it is not required for Microsoft Active Directory),
and you will be presented with the configuration table GW _LDAP GROUPMAP, which
shows the assignment of your California.pro Active Directory groups ( CN column) to the
rights groups in California.pro (columns GRUPPENID and KOMMENTAR).

s GW_LDAP_GROUPMAP - ew-sql14\gw14.Inhaus - G&W Datenbank Werkzeug - oiEl
Datei  Abfrage 7
[ Neue Abfrage [F 4 @ || =2 | EJ Ausfohren | Suchen: i
X | @[} ew-sqgl1d\gw14 (12.00.2000) ~ GW_LDAP_GROUPMAP - ew-s... | - X
= [=1{z Datenbanken r =
i {3 boa CN GRUPPENID KOMMENTAR MANDANTID [
: el T O w0
- =) =] CalPro p T 2 T
= | 4 )
= 5l _ dePm_Mtragsbea:bedm | 132 ‘Mh'agsbeamamg ,0
% 5.5 Systemtabelien _CalPro_Bedin 133 |Bedin 0
L - Sichten _CalPro_Buchhaktung 126 Buchhaltung 0
4 Gespeicherte Prozeduren [ [
|- Tabellerertfunktionen _CalPro_Essen ,134 lEssm .0
d Skalarwertfunitionen _CalPro_G8W Administrator | 125 G&W Administrator |0
|~ Datenbankingger _CalPro_Geschaftsfuhrer 127 Geschaftsfuhrer |0
- Berutzer T 1 T
5 G Folen _CalPro_GF_Sekr 128 |GF_Sekr 0
4l Schemas _CalPro_GWADMIN 1 GWADMIN 0
= | |
by GoneSourcePro _CalPro_Lizenzierung 129 Lizenzerung 0
@157 Inhaus -
ig Main _CalPro_Minchen 121 Minchen 0
[y master _CalPro_Swp_Rg 130 Swp_Rg 0
it MOW CalPro_Test 136 Test 0
i " ’.l1 tempdd L = —= = =
- Sicherhett :
(. Verwaltung i { |1 von13 | b b (4 X 3 |

Bereit

If the group names in Microsoft Active Directory and California.pro are the same except for
the prefix (our recommendation), no adjustment is necessary here. In the rare case that
two different AD groups are to be assigned to the same California.pro
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group, this can be achieved by giving them the same Gruppen-IDin the GRUPPENID column.

Save your changes and exit DB7ool.exe.

In the last step of the configuration, the Calpro.config file in the Setup directory of
California.pro installation is opened with any editor. Here, the following entry is created in
the <CalPro> section:

<CalPro>
<add key="DBServer" value="ew-sqli14\gwl4"/>
<add key="DBName" value="calpro"/>
<add key="DBTyp" value="SQL"/>
<add key="LdapMcde™ value="2"/>|

With value="2", LDAP is enabled in the Active Directory variant; a "0" (zero) disables the
LDAP login.

This completes the configuration. Any rights settings within California.pro are set
independently of LDAP under the menu item Service/Zugriffsrechte.

The California.pro login window will now always default to the (LDAP) user logged in under
Windows.

4 -

. California_pro

Mit OK melden Sie sich an Califomia.pro an.

l W-MUENCHEN\EDGAR

Letzte Anmeldung fortsetzen
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If an unauthorized user (not a member of the corresponding AD California.
pro user group) logs in, the following message appears:

California.pro

7 'A"-,I Der Benutzer GW-MUENCHEN\EDGAR gehért keiner
S@? California.pro-Gruppe (_CalPro_*) im Active Directory an,
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LDAP configuration for Novell eDirectory and OpenLDAP

Start Bin\DBTool.exe from the California.pro installation directory and log in to the
California.pro database server. If necessary, ask your database administrator or G&W for

the user name and password.

3 Verbindung mit Server herstellen

The following window will open:

www.gw-software.de
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3 SQLQuery1.sgl - ew-orcl11/orc! (CalPro (145)) - G&W Datenbank Werkzeug = =

Datei 2

(% NeueAbfrage [ @ | = | |3

X | &1} eworclll/orc (11.20.1.0)
(-{z¥ Datenbanken
151 BEZIRKOBB
-|g) BWB
R CALPFO |
|37 CLONESOURCEPRO
g} EVAG
- g1 EVAGSCRIPT
g1 KREISPB
g7 LVA
g3 SCOTT
----- {g) SESSEN
----- {s’ SYS
----- i) SYSTEM

1210/ [|210-M3 | 4

/ SQLQuery1.5ql - ew-orci11/orc... v X

W Verbunden.

ew-orclﬂ/orcl' Ca[Pro‘ CalPro v”

V24.1.21

Open the California.pro database Ca/Pro or the Oracle user schema CALPRO and

right-click on Benutzertabellen.
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SQLQuery1.sqgl - ew-orcl11/orcl (Cal

Datei 7

[ Neue Abfrage [ | (@ || =2

X | 21 eworcl11/orcl (11.2.0.1.0)
=-{z Datenbanken

|51 BEZIRKOBB
14 BWB
=147 CALPRO

_/"SQlQuery1.sql - ew-orcl’

¢ Ca X
{1 Systemtabs
G- Sichten
-3 Gespeiche
--{2J Tabellernwe
il Skalarwerti
[ Datenbank
{1 Benutzer
#-{_d Rollen
EH_J Systemberg

210/ |P10-83 | 4

Reportschema erstellen

Alle Indizes neu erstellen

Fragmentierte Indizes optimieren

Indizes entfernen

In Datei speichern

Aus Datei lesen

| g3 CLONESOUR(

LDAP einrichten

|3 EVAGSCRIPT
131 KREISPB

----- lg? LVA

g3 SCOTT

-1 4] SESSEN

R

Laschen

Aktuazlisieren

Eigenschaften

L[y SYS
(g7 SYSTEM

The first configuration step is initiated via the menu item LDAP einrichten. The database table
GW _LDAP CONFis opened, in which the prefix used in the LDAP (here AVA_) for the
California.pro user groups is entered.

The default entry here is cn=_California_. The prefix used in the LDAPis changed in the WER]7

column or the default is used.
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3 GW_LDAP_CONF - ew-orcl11/orcl - G&W Datenbank Werkzeug = = ik

Datei  Abfrage ?
Neue Abfrage [ ¥ | (@ | =3 | [EJ Ausfihren | Suchen: | ]\

=151 CALPRO N _/ GW_LDAP_CONF - ew-orcli1/o.. ¥ X
- Benutzertabellen
{3 Systemtabellen
-3 Sichten S C-iGrouip Prefix
[#-{_d Gespeicherte Prozeduren !
{1 Tabellenwertfunktionen s
{3 Skalarwertfunktionen ForceLdapMode
{3 Datenbanktrigger
{13 Benutzer
-3 Rollen
G)-[3 Systemberechtigungen

----- |4} CLONESOURCEPRO v

X s

P10/ [[310-043 | 4

4« 4 |1

von3 | b Ml | 4 s

Bereit

_/"SQLQuery1.sql - ew-orcl11/orel (

KBEZ WERT
» CalGroupPrefix

DisplayMame

ForcelLdapMode

The next step is to right-click on Benutzertabellen again and call up LDAP einrichten. Now the
following window opens:
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3 BWB.GW_LDAP_GROUPMAP - ew-orci11/orcl - G&W Datenbank Werkzeug ~:
Datei  Abfrage 2
b Neve Abfrage 7 8 | @ || =3 | [E) Ausfihren | Suchen #
@ :Bemrlzenabeﬂen N SQLQuery1.sql - ew-orcl11/orcl (... " BWB.GW_LDAP_GROUPMAP - . v X
S -4 Systemtabellen - — —
4 {2 Schten CN GRUPPENID KOMMENTAR MANDANTID "
g 5 (2 Gespechets Prozsdursn » 148 Admesarto 0
2 (I Tebelermetinkiinen | | cn=AVA_FachlicherAdimin 143 FachicherAdmin 0
= NS bl |
g = LDAPS Anmeldung - olEl
Bl = —— 0
1| Verzeichnis-Host | 17220200.10 V] Pai| 6up) 0 Aheniziaung -
e O Einfach I v
3 ,: Basis DN: dc=guw dc=int ® Komplex [ ssL | o0 222 0 0200
X Authentifizierungstyp: Secure ketolaye Verbinden Benutzer DN: |cn=admin dceguw desint
Bereit
oK Abbrechen | Kenmwort: ™™

LDAP Anmeldung

In the background you can see the GW_LDAP_GROUPMAP table where an assignment
between the group name in the LDAP (column CN) and the group name in the California.pro
access rights (column GRUPPENID and KOMMENTAR) can be established.

If the group names in LDAP and California.pro are the same except for the prefix (our
recommendation), no adjustment is necessary here. In the rare case that two different
LDAP groups are to be assigned to the same California.pro group, this can be achieved by
giving them the same Gruppen-ID in the GRUPPENID column.

Your LDAP administrator will provide you with the LDAP directory server, port, base and user
DN and password details required in the foreground window. When all the information has
been entered, the Verbinden button can be used to check whether it is possible to establish
a connection to the LDAP server.

If a connection can be established, this is shown by Status: [ok]in the window footer.
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ag LDAPS Anmeldung - o IEl
A ifizi
Verzeichnis-Host:  |172.20.200.10 v| Pot| 636 -
: (O) Einfach
Basis DN: dc=guw.dc=int ® Komplex [7] SSL
Authentifizierungstyp: SecureSocketsLayer Trennen | Benutzer DN: cn=admin,dc=guw dc=int
0K Abbrechen Kennwort: -
Status: [ok]

In the above example, you can see that the connection to the LDAP server is SSL-encrypted
via port 636. This requires that the LDAP server has a valid certificate. Secured connections
(LDAPS) are possible from California.pro V6.1 upwards.

Once OK'is clicked, the configuration is complete and the login details are stored
permanently in the database in the GW _LDAP SERVER table. If there are several
LDAP servers, any number of such entries can be made in this table.

_” "BWB.GW_LDAP_SERVER - ew-... - X
LDAPID  LFD ~ REMOTEHOST  PORT  BASEDN  CONNECTIONTYPE  USERDN

> -n 172.20.200.10 636 de=guw de=int |2 cri=admin de=guw de=int
214030223 |1 \dap bwb.de 389 o=ONENET |0 cn=LDAP-Reader Calffomia,ou=SYSTEM o=onenet

When California.pro is called up, all the LDAP servers are queried in the order of the LFD
numeric column.

The G&W Database Tool (DBTool.exe) can now be closed.

In the last step of the configuration, the Calpro.config file in the Setup directory of
California.pro installation is opened with any editor. Here, the following entry is created in
the <CalPro> section:

<CalPro>
<add key="DBServer" value="gw-dev-882/0RCL"/>
<add key="DBName" value="CalPro"/>
<add key="DBTyp" value="oracle.managed"/>

<add key="LdapMode" value="3"/3

</CalPro>
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value="3" enables LDAP(S) for eDirectory or OpenLDAP; a "0" (zero) disables LDAP login.

This completes the configuration. Any rights settings within California.pro are set
independently of LDAP under the menu item Service/Zugriffsrechte.

The California.pro login window will now always default to the (LDAP) user logged in under
Windows.

California_pro

~N

Bitte geben Sie lhr Windows-Kennwort fur die Anmeldung ein.

guw\EDGAR

- [ ]

Letzte Anmeldung fortsetzen

QK Abbrechen Hitfe

When called up for the first time, the (Windows) password is requested, and after login to
California.pro is stored (encrypted) in the database. Subsequently, the password does not
need to be entered.

If the Windows login password is to be changed regularly and this has been set in the LDAP,
the new password will once again be requested and stored in California.pro.
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If an unauthorized user (not created in the LDAP directory) logs in, the following
message appears:

California.pro

Der Benutzer guw\EDGAR gehort keiner California.pro-Gruppe

(cn=AVA_*) auf dem LDAP-Server 172,20.200.10 an,
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Effects of LDAP setup

With use of the LDAP, control of group memberships moves from the California.pro access
rights management to the LDAP-based user management of the network. In California.pro,
only the detail and inheritance rights of a user group are defined.

Important: If no clients are used in California.pro, non-existing rights groups are
automatically recreated by the login process. Since these rights groups are created
OPTIMISTICALLY, users of these groups can use California.pro with virtually no restrictions.
In this case, the group rights should be subsequently adjusted in California.pro.

It is therefore strongly recommended that the group structure be defined in California. pro
in advance.

Application examples
The LDAP connection controls the group memberships of users as follows:

Case A - standard case
In California.pro, the user and rights group(s) exist and match the LDAP login
details.

Action: The registration is carried out.

Case B
In California.pro, the rights group(s) exists, but the user does not.

Action: The user will automatically become a member of the rights group(s)
according to the LDAP assignment.

Case C
The user is a member of California.pro LDAP groups that do not have corresponding

access right group(s) in California.pro.

Action: If no clients are used in California.pro, the groups are automatically created
in California. pro OPTIMISTICALLY and the user automatically becomes a member of
this (these) new group(s).
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