
California.pro - LDAP (Lightweight Directory Access Protocol) 

This document describes how to set up the LDAP interface for California.pro. 

General overview 

The Lightweight Directory Access Protocol (LDAP) is an application protocol from network 
technology. It allows directory service information to be queried and modified over an IP 
network. 

LDAP is based on the client-server model and is used for directory services. It describes the 
communication between the LDAP client (here California.pro) and the directory server. 
Object-related data, such as computer configurations or, as here, the group memberships 
of persons, can be read from such a directory. The communication is based on queries. 

California.pro is able to automate user login via LDAP queries. To this end, the user name 
is automatically entered in the login window via an LDAP request. This is the name with 
which the user logged on to the computer. The password for logging on to California.pro is 
also preset, so that as a rule manual entries are no longer necessary here. 
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LDAP extension 

In the above example, the user EDGAR of the domain GW-MUENCHEN is preset to log 

in to California.pro. There is no need to enter the password. 

Requirements 

The following requirements should be met: 

• On the LDAP server:

The three LDAP variants Microsoft Active Directory, Novel eDirectory and OpenLDAP 
with the memberOf option enabled are supported. All California.pro users are
members of specially created groups. The names of these groups start with a
common prefix, which is freely selectable, e.g. _CalPro_. An LDAP group for
California.pro is then called, for example, _CalPro_Administrator or
_CalPro_Cost_Planner. A user can also belong to several groups (then usually
called roles).

• In California.pro:

The group name without a prefix (in the above example Administrator or 
Kostenplaner) should already exist in the access rights as a rights group and be 
provided with the desired rights. Both are not necessary, because the LDAP 
module in California.pro creates missing groups automatically and makes the 
user a member of the new group(s)/roles. However, we expressly recommend, if 
only for reasons of controlling the desired access rights, that you at least enter 
the same groups in California.pro. 
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LDAP configuration for Microsoft Active Directory 

Start Bin\DBTool.exe from the California.pro installation directory and log in to the 
California.pro database server. If necessary, ask your database administrator or G&W for 
the user name and password. 

The following window will open: 
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Open the California.pro database (usually this is CalPro) and right-click on Benutzertabellen. 
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The first configuration step is initiated via the menu item LDAP einrichten. The database 

table GW_LDAP_CONF is opened, in which the prefix used in the Microsoft Active Directory 

(here _CalPro_) for the California.pro user groups is entered. 
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The default setting here is cn=_California_. The prefix used in Microsoft Active Directory is 

changed in the WERT column. 

To set up the LDAP interface for Microsoft Active Directory (AD), in each case remove the 

string cn= and, if necessary, change the string _California_ to the desired group prefix 

(here_CalPro_), which is common to all California.pro Active Directory groups in your AD 

domain. 

Close and save the GW_LDAP_CONF window. 

Next, right-click again on Benutzertabellen and call up LDAP einrichten again. Now the 

following window opens: 
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Exit this window by clicking on Abbrechen (it is not required for Microsoft Active Directory), 

and you will be presented with the configuration table GW_LDAP_GROUPMAP, which 

shows the assignment of your California.pro Active Directory groups (CN column) to the 

rights groups in California.pro (columns GRUPPENID and KOMMENTAR). 

If the group names in Microsoft Active Directory and California.pro are the same except for 

the prefix (our recommendation), no adjustment is necessary here. In the rare case that 

two different AD groups are to be assigned to the same California.pro  
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group, this can be achieved by giving them the same Gruppen-ID in the GRUPPENID column. 

Save your changes and exit DBTool.exe. 

In the last step of the configuration, the Calpro.config file in the Setup directory of 

California.pro installation is opened with any editor. Here, the following entry is created in 

the <CalPro> section: 

With value="2", LDAP is enabled in the Active Directory variant; a "0" (zero) disables the 

LDAP login. 

This completes the configuration. Any rights settings within California.pro are set 
independently of LDAP under the menu item Service/Zugriffsrechte. 

The California.pro login window will now always default to the (LDAP) user logged in under 

Windows. 
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If an unauthorized user (not a member of the corresponding AD California. 
pro user group) logs in, the following message appears: 
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LDAP configuration for Novell eDirectory and OpenLDAP 

Start Bin\DBTool.exe from the California.pro installation directory and log in to the 
California.pro database server. If necessary, ask your database administrator or G&W for 
the user name and password. 

The following window will open: 
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Open the California.pro database CalPro or the Oracle user schema CALPRO and 

right-click on Benutzertabellen. 
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The first configuration step is initiated via the menu item LDAP einrichten. The database table 

GW_LDAP_CONF is opened, in which the prefix used in the LDAP (here AVA_) for the 

California.pro user groups is entered. 

The default entry here is cn=_California_. The prefix used in the LDAP is changed in the WERT 

column or the default is used. 
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The next step is to right-click on Benutzertabellen again and call up LDAP einrichten. Now the 

following window opens: 
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In the background you can see the GW_LDAP_GROUPMAP table where an assignment 

between the group name in the LDAP (column CN) and the group name in the California.pro 

access rights (column GRUPPENID and KOMMENTAR) can be established. 

If the group names in LDAP and California.pro are the same except for the prefix (our 

recommendation), no adjustment is necessary here. In the rare case that two different 

LDAP groups are to be assigned to the same California.pro group, this can be achieved by 

giving them the same Gruppen-ID in the GRUPPENID column. 

Your LDAP administrator will provide you with the LDAP directory server, port, base and user 

DN and password details required in the foreground window. When all the information has 

been entered, the Verbinden button can be used to check whether it is possible to establish 

a connection to the LDAP server. 

If a connection can be established, this is shown by Status: [ok] in the window footer. 
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In the above example, you can see that the connection to the LDAP server is SSL-encrypted 

via port 636. This requires that the LDAP server has a valid certificate. Secured connections 

(LDAPS) are possible from California.pro V6.1 upwards. 

Once OK is clicked, the configuration is complete and the login details are stored 
permanently in the database in the GW_LDAP_SERVER table. If there are several 
LDAP servers, any number of such entries can be made in this table. 

When California.pro is called up, all the LDAP servers are queried in the order of the LFD 

numeric column. 

The G&W Database Tool (DBTool.exe) can now be closed. 

In the last step of the configuration, the Calpro.config file in the Setup directory of 

California.pro installation is opened with any editor. Here, the following entry is created in 

the <CalPro> section: 
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value="3" enables LDAP(S) for eDirectory or OpenLDAP; a "0" (zero) disables LDAP login. 

This completes the configuration. Any rights settings within California.pro are set 
independently of LDAP under the menu item Service/Zugriffsrechte. 

The California.pro login window will now always default to the (LDAP) user logged in under 

Windows. 

When called up for the first time, the (Windows) password is requested, and after login to 

California.pro is stored (encrypted) in the database. Subsequently, the password does not 

need to be entered. 

If the Windows login password is to be changed regularly and this has been set in the LDAP, 

the new password will once again be requested and stored in California.pro. 
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If an unauthorized user (not created in the LDAP directory) logs in, the following 

message appears: 
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Effects of LDAP setup 

With use of the LDAP, control of group memberships moves from the California.pro access 
rights management to the LDAP-based user management of the network. In California.pro, 
only the detail and inheritance rights of a user group are defined. 

Important: If no clients are used in California.pro, non-existing rights groups are 
automatically recreated by the login process. Since these rights groups are created 
OPTIMISTICALLY, users of these groups can use California.pro with virtually no restrictions. 
In this case, the group rights should be subsequently adjusted in California.pro. 

It is therefore strongly recommended that the group structure be defined in California. pro 
in advance. 

Application examples 

The LDAP connection controls the group memberships of users as follows: 

Case A - standard case 

In California.pro, the user and rights group(s) exist and match the LDAP login 
details. 

Action: The registration is carried out. 

Case B 
In California.pro, the rights group(s) exists, but the user does not. 

Action: The user will automatically become a member of the rights group(s) 
according to the LDAP assignment. 

Case C 
The user is a member of California.pro LDAP groups that do not have corresponding 

access right group(s) in California.pro. 

Action: If no clients are used in California.pro, the groups are automatically created 

in California. pro OPTIMISTICALLY and the user automatically becomes a member of 

this (these) new group(s). 
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